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1 Y chinh

. Zero-knowledge proof (ZKP) cho phép prover chirng minh bang méat ma cho verifier rang mot tuyén

b6 cu thé la dung hay sai ma khong tiét 16 bat ky thdong tin b sung nao khdng can thiét.

. M6 hinh hoat dong clia mdt hé thdng ZKP cd thé duoc phan chia thanh 3 giai doan chinh. Giai
doan thiét lap (setup phase) b6 sung céc tham s6 (goi l& RS - Reference String) va céu hinh ban
dau cho hé thong ZKP. Giai doan tao bé’mg chirng (proof generation/proving) va giai doan xac

minh bang ching.

. Trong thi trudng crypto, da phan cac hé thong ZKP ddi ddu co han ché lén & cén trusted setup.
Hai hudng tiép cn dé loai bd nhu cdu clia mot trusted setup la transparent setup & universal

setup.

. ZKP c6 nhiéu &ng dung trong crypto nhung nhdm trng dung quan trong va dat duoc nhiéu su ch

J nhat ld nhdm céc du an cung cap cac hé thong co kha nang lap trinh nhu Ethereum.

. M6t trong nhitng han ché l&n nhat can trd viée ap dung ZKP vao crypto la hiéu suat. Cac nha phat
trién dang xem xét nhiéu cach khac nhau dé cai thién hiéu suéat tong thé cla hé théng & cé khia

canh phan cirng va phan mém.
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2 Tong quan vé Zero-knowledge proof trong Crypto

21 Binh nghia Zero-knowledge proof (ZKP)

Zero-knowledge proof (ZKP) co thé hiéu la qua trinh d& mdt bén (goi la ngudi chirng minh - Prover),
ching minh mot tuyén bd (Statement) v&i mot bén khac (goi l& ngudi xac minh - Verifier), rang ho

biét tuyén bod la diing hodc sai ma khéng tiét 16 nhirng théng tin khac.
Dudi day la mot vi du don gidn dé hiéu cach Zero-knowledge proof (ZKP) duoc ép dung trong thuc té:
Pé vao duorc bar, ban cdn chirng minh ban than vdi bo vé quén bar réng “ban tir 18 tudi tré lén”,

Cédch thirc théng thudng, ban sé xdc minh danh tinh théng qua viéc tiét 16 cén cudc céng dén
(CCCD). Tuy nhién, ngoai théng tin “ban trén 18 tudi”, théng qua CCCD, bdo vé quan bar sé biét nhiéu

théng tin vé ban, bao gém: tén, tudi, qué quén, ndm sinh, s6 CCCD...

ZKP c6 thé dp dung trong trudong hop nay dé ban chirng minh minh tir 18 tudi trd lén ma khéng cén

tiét |6 nhirng thdng tin khdéng cén thiét khac. Céch thire nhu sau:

. Ban va bdo vé quan bar déng yJ vé mét con s6 bi mét la con s 18, chi ban va bao vé quan bar biét
vé con sO nay.
. Ban sé 8y s tudi clGia minh chia cho 18 va g phdn nguyén cho ngudi bdo vé quan bar dé lam

béng ching.
Néu ban 15 tudi:
15 /18 = 0.8333 - ph&n nguyén la O va phan thap phén la 0.8333
Néu ban 18 tudi:
18 /18 =10 - phédn nguyén & 1va phén thdp phén & O
Néu ban 25 tudi:
25 /18 = 1.3889 - phan nguyén la 1va phan thdp phén la 0.3889

- Dua vao con s6 bi mat duorc thiét l4p & giai doan thiét l4p ban dau gilra ban va bao vé, néu két qua
>=1thi bdo vé quén bar dé dang biét duoc tudi cla ban >= 18 tudi. Néu két qua = O thi bdo vé quan

bar biét ban nhé hon 18 tudi.

Trong trutrng hop trén, ban cé thé chirng minh ban than trén 18 tudi véi bao vé quan bar bang toan

hoc ma khéng tiét 16 nhirng théng tin khdng can thiét cho béo Vé&.
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a2 M hinh hoat déng clla mét hé thong ZKP

Trudc khi tim hiéu vé céch hoat ddng clia mét hé théng ZKP, ching ti s& gidi thiéu mot s6 thudt ngty
lién quan thudng duoc st dung trong cac hé théng ZKP bao gém: proving system, statement,

witness, prover va verifier.

. Proving system (Hé thong ZKP): dé cap dén mot khudn khé hodc phuong phap cu thé dé thiét
l&p hé théng, tao va xac thuc céc bang ching. Thi trudmng co rat nhiéu proving system khac nhau,
chung co sy danh ddi nhat dinh va phu hop vai mot so truerng hop st dung riéng biét.

. Statement (Tuyén bd): ménh dé ma prover mudn thuyét phuc verifier & ding ma khong tiét 16
witness.

. Witness (Nhan chirng hay théng tin dau vao riéng tw): m6t mau théng tin dong vai tro 1a thong
tin dau vao duoc cung cap cho prover dé tao bang chirng.

. Prover (Bén chirng minh): bén cd gang chirng minh statement & dung. Prover sit dung witness
dé xay dung bang chirng ching minh tinh ddng dan cla statement ma khéng tiét 1& bat ky théng
tin nao vé witness.

. Verifier (Bén xac minh): bén xac minh tinh ding dan cla statement théng qua viéc xac minh bang

chirng duoc cung cap bdi prover ma khéng can tim hiéu ndi dung clia witness.

Nhin chung, ching ta co thé khai quat mé hinh hoat déng clia mot hé théng ZKP thanh 3 giai doan
chinh:

. Giai doan thiét lap (setup phase): Giai doan thiét [Ap, bo sung cac tham so (goi la RS - Reference
String) va cau hinh ban dau cho hé thdong ZKP.

. Giai doan tao bang chirng (proof generation/proving): Gia tri dau vao cong khai (X) duoc cung
cép cho prover va verifier dé thuc hién tinh toan. Gia tri dau vao riéng tu (secret witness) chi duoc
cung cap cho prover. Prover ma hda secret witness mot cach doc l&p bang cach s dung mot
commitment scheme cu thé dé tao bang ching. Bang chirng duoc prover tao va gt cho verifier
xac minh.

. Giai doan xac minh bang chirng (proof verification): Dua vao gia tri dau vao cdng khai duoc
cung cép ban dau, verifier dé dang xac minh tinh dung dan clia bang ching.

Hinh 1: Cac EIP dang dwoc xem xét dé dwa vao Dencun

|
Sp = Prover’s setup parameters |
Sv = Verifier’'s setup parameters :
W = Secret witness |
|
|
|

P = The proof
X = The public inputs
Sp Sv o ,
P
X
W
Nguon: Figmemt Capital
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3 Sw phat trién ctia ZKP trong Crypto

ZKP c6 mot lich st phéat trién phong phu, ca trong va ngoai linh vuc crypto. Trong phan nay, ching toi

chi tdp trung vao nhirng su phat trién chinh clia ZKP trong linh vuc crypto.

31 Han ché clia cac SNARK-based proving system d&i dau

SNARK (Succinct Non-interactive Argument of Knowledge) dugc gidi thiéu chinh thirc vao thang
1/2012 bdi Gido su Alessandro Chiesa cua UC Berkeley va nhédm cuia 6ng (Co-inventor Zerocash, Co-
founder Zcash, Co-founder StarkWare Industries).

SNARK khdng dé cap dén mét proving system don &, ma & mdét nhém cac proving system cé
chung céc tinh n3ng cu theé.

Ngay sau khi duoc gidi thiéu, nhiéu SNARK-based proving system da phat trién dua trén cdc nguyén
tic nay. Cac hé thdng nay cung cap hai loi thé dang ké:

1/ Non-interactive: cho phép prover tao ra bang chirng ma khéng can tuong tac vaoi verifier.

2/ Succinct: proving system tao ra bang ching cé kich thudc nhd cd thé duoc xac minh nhanh

chéng va dé dang.

Trong bdi canh blockchain, d&c biét la Ethereum, céc van dé vé tai nguyén tinh toan va khéng gian luu
trit on-chain & nhitng van dé quan trong. SNARK ndi trdi hon han véi hai dac diém Non-interactive
va Succinct khién cho ndé phu hop hon véi cdc mang ludi blockchain nodi chung va Ethereum noi

riéng. DAy co thé xem la budc phat trién thay doi vé chat tir O lén 1 (from zero to one).
Tuy nhién, cac hé thong nay ciing co hai khuyét diém 6n:

1/ Non quantum resistance: C4c hé thong nay st dung cac phuong phap mat ma dua trén cac cép
dudng cong elip, m3c du hién tai an toan nhung cé thé bi may tinh luong tl tdn cong trong tuong lai.

2/ Trusted setup:

. Trong giai doan thiét lap, mdt RS duoc tao bdi mot thuc thé dang tin cdy hodc mdt nhdm nhd
ngudi tham gia. Tuy nhién, néu RS bj x&m pham ho&c ro ri, né co thé cho phép ké gian tao bang
chirng gian l&n => G4y ra rli ro bdo mat dang ké cho hé théng.

. RS chi cd thé duoc s dung trong modt chuong trinh - program (specific circuit). Do dd, khéng thé
tinh todn chung v&i mot RS duy nhat => Han ché tiém nang (rng dung clia ZKP trong crypto.

. Khi ndng cap hé théng, bat budc phai thuc hién lai giai doan thiét lap dé tao lai RS => Gay kho

khan trong viéc xay dung céc (rng dung can cdp nhat hodc nang cap thudng xuyén.
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Cdng déng ZKP da nghién clru cac cach dé gidi quyét nhirng han ché nay, chl yéu tap trung vao hai

linh vuc chinh:

. Phuong hudng nghién clru thir nhat: loai bé nhu cau trusted setup trong khi van dam bao tinh
hiéu qua cua proving system.

- Phuong hudng nghién clru thir hai: tap trung vao kha nang khang luwong tur.

Nhiéu proving system phd bién ngay nay d& xuat hién tlr nhitng nd luc nghién clru theo phuong
hudng dau tién. Do do, chung téi sé di su vao céc diém chinh trong nhanh nay dé kham pha nhitng

tién bd va doi mai clia chung.
32 Transparent Setup & Universal Setup
Dé gidi quyét van dé vé trusted setup, cac nha phat trién ZKP ¢ hai céch tiép can chinh:

- Transparent setup.

- Universal setup.
Transparent Setup

Giai doan thiét l4p tao CRS (Common Reference String) co thé duoc cong khai hodc duoc tao thdng
gua mot giao thic lién quan dén nhiéu ngudi tham gia, cho phép xac minh doc &p va gidm su phu

thudc vao bén thi ba.

DU CRS cd bj 16 thi proving system cling khdng bj dnh hudng. Mot s proving system ndi bat st dung

transparent setup bao gém: Halo, STARK-based proving system.

HAau hét, cac hé thdng ZKP s dung transparent setup khic phuc duoc ba khuyét diém chinh cla
trusted setup nhung ching thutyng cd han ché 1a kich thudc bang ching kha l&n (tinh bang kb). Biéu

nay han ché rat nhiéu &ng dung cla chung trong blockchain.
Universal Setup

Giai doan setup tao ra SRS (Structured Reference String). N6 thutng duoc t6 chirc dudi dang mot

Ceremongl v&i nhiéu bén tham gia. Moi ngudi tham gia tao mot secret, két quad duoc tron lan voi

nhirng déng gop trudc dé. Sau da, dau ra duoc cdng khai va chuyén cho ngudi déng gép tiép theo.

SRS duoc bdo mat mién la co it nhat mot ngudi tham gia che gidu thanh céng secret cla ho. M6t s6

hé thong ZKP nodi bat s dung universal setup bao gdbm: Marlin, PLONK-based proving system.

DAy & cach tiép can khac phuc duoc cac khuyét diém cla trusted setup proving system, kich thudc
bang ching ciing nhd, thich hop vdi ing dung trong blockchain. Nhung chung lai cé han ché 1a & khia
canh khang luong tl, thoi gian tao va xac minh bang ching tuyén tinh véi dé phirc tap tinh todn. Nhin

chung, chung t6i khai quat chung thanh bang sau:
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https://ceremony.ethereum.org/

Hinh 2: Phan loai cac hé théng theo CRS & SRS

CRS SRS

(Common Reference String) (Structured Reference String)
Ligero AurcralLight
Aurora Sonic
Bulletproofs Marlin
Halo SuperSonic-RSA
Fractal Plonk
Spartan Grothl6
SuperSonic-GG BTCV14
ZK STARK Libra

Hyrax

33 Khung xem xét va danh gia cac proving system

Chung tdi cung c8p cho ban mét khung (framework) dé danh gid cac hé théng ZKP khac nhau trong

thi truorng Crypto (mdt céch tuong doi):

. Standard proof generation time: Th&i gian cén thiét dé tao bang chirng cho mot giao dich bang
hé thong ZKP.

. Standard proof verification time: Thdi gian can thiét dé xac minh bang chirng cho mét giao dich
bang hé théng ZKP.

. Standard proof size: Kich thudc cla bang chirng duoc tao cho moét giao dich s dung hé théng
ZKP.

. Computation complexity: Kich thudc, thei gian tao va xac minh bang chiing sé thay déi nhu thé
nao khi dé phirc tap cla tinh todn tang lén (vi du: déi véi 10 tx, 100 tx, 1000 tx).

. Hardware: Xem xét hé thong ZKP yéu cau phan cirng chuyén dung nhu thé nao dé tdi uu hiéu
suat. Biéu nay co thé dnh hudng dén chi phi cla viéc trién khai hé théng trong thuc té.

. Universal Circuit hay Specific Circuit: D& cdp dén tinh linh hoat va khd nang (trng dung clia mot
hé thong ZKP. Hé thdng ZKP ho tro universal circuit cd khd ndng x I nhiéu circuit khac nhau va
co thé duoc dp dung cho cac nhiém vu tinh todn khac nhau. N6 cung cip muic dd linh hoat cao,
cho phép xay dung va xac minh bang chirng cho céc (rng dung da dang.

. Upgradeable: Dé cip dén kha nang ndng cap cla hé thdng ma khéng phai chay lai giai doan thiét
lAp dé tao RS.

. Recursive: Hé thdng ZKP tao va xac minh bang chirng chira cac bang ching khac (sub-proof).
Bang cach ho tro dé quy (recursive), cac proving system cd thé dat duoc khd ndng gidm kich
thudc va chi phi tinh todn clia bang ching.

- Post-quantum secure: Kha ndng khang luong tur.
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Hinh 3: M6t s6 proving system phd bién trén thij trweérng

Polygon zkEVM - — - — — — — — — — — — — — — — — - —

|
|
RiscO Aztec :
|
Monero Al zkSync l
Starknet eo y :
| | '
Mina |
StarkEx BulletProofs [ Marlin ] |
|
. Scroll !
Polygon Miden
‘ |
|
[ STARK ] / [ PLONK ] __________
Zcash - new
Zcash - old
Filecoin

Nguon: Eli Ben-Sasson (Co-Founder Starkware)

. Groth16: Mot proving system ra doi vao ndm 2016, sir dung mot universal setup, kich thudc bang

chirng nhd thuan loi cho viéc xac minh on-chain, né cd thé hoat ddng trén cac may tinh xach tay.

Han ché & Groth16 chi ho tro specific circuit, khdng ho tro ndng cap, khdng ho tro dé quy va

khéng khang luong tu.

- STARK-based proving system (Con goi la STARK): M4t hé thong ZKP duoc gidi thiéu chinh thic

vao 2018, sir dung transparent setup, ho tro universal circuit, ho tro upgradeable, ho tro dé quy va

khang luong tl&. Han ché (& kich thudc bang chirng lén, can phan clirng chuyén dung dé van hanh.

. PLONK: M6t proving system ra d&i vao ndm 2018, str dung universal setup, kich thudc bang ching

nhd hon STARK nhung l&n hon Groth16, ho tro universal circuit, ho tro ndng cép, yéu cau phan

cirng chuyén dung dé dat duoc hiéu suat téi vu. Han ché (& khéng ho tro dé quy va khoéng khang

luong tur.

Theo quan diém cla chung tdi, khdng co proving system tdt nhat cho moi trudrng hop s dung trong

blockchain, chi co proving system pht hop nhét.

Thay vao do, viéc lua chon proving system phu thudc vao cac yéu cau cu thé cla irng dung. Ngay cé

cac proving system d& ra mat ldu doi nhu Groth16 van tiép tuc duoc s dung rong rai trong crypto.
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4 M6t sé trng dung ZKP trong Crypto

ZKP cé nhiéu trng dung trong linh vuc crypto, chidng cé thé la mdt hé thdng phirc tap nhu Rollup hay

mot irng dung duoc xay dung trén Ethereum, vi thé sé rat kho dé trinh bay chi tiét hét tat ca.

Muc tiéu cla phan nay & cung cap cho ngudi doc cdi nhin tdng quan va thuc té vé 4 nhdm tng dung
pho bién trén thij truomg. M6t sé trudrng hop khdng duoc dé cdp nhung cling tiém ndng bao gom trd
choi (gaming), machine learning.

41 Generalized purpose ZK L1/Rollup

ZKP cd nhiéu (rng dung trong crypto nhung nhém ¢ng dung quan trong va dat duoc nhiéu su chd Y
nhat & nhdm céc du an cung clp céc hé thdong cd kha nang &p trinh nhu Ethereum. Ching t6i nhan
thAy cd hai céch tiép cén chinh v&i hudng suy nghi trén, twong (rng v&i hai nhédm du an riéng biét
trén thi truong.

. Cung cép khd nang m& rdng cho cac hé sinh thai da trudng thanh nhu Ethereum => Generalized
purpose ZK Rollup

. Tao ra mot hé thdng hoan toan méi => Generalized purpose ZK L1

Biém chung cla hai nhdm du an nay nham cung cdp mdt tAm nhin chung & ho tro cac nha phat trién
xay dung dApp co logic tuy Y. Hiéu cach khac, céc du an nay ddng vai trd nhu mét lép co s& nhu

Ethereum va cho phép céc nha phat trién xay dung dApp trén doé.

Hinh 4: M6t s6 dw 4n Generalized purpose ZK L1/Rollup ndi bat

Generalized purpose Zk Rollup Generalized purpose ZK L1

€D STARKNET 4 @Q(QE LInea
W MINA

¢J2 polygon zkEVM @] polygon Miden

1

Scroll ~ @©Aztec  TAIKO I\ Aleo

&

=nil; Foundation /]
RISC
ZERO

Nhom du an generalized purpose ZK Rollup c6 d6 nhan thirc cao hon generalized purpose ZK L1do co
su lién két v&i hé sinh thai Ethereum va dat ra Lo gidi “hop 1Y” cho bai todn vé kha ndng md réng cla
Ethereum.
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Generalized purpose Zk Rollup

ZK Rollup di chuyén qua trinh tinh toan, chuyén doi trang thai (computing & state transition) va thuc
hién ngoai chain chinh (off-chain). ZKP duoc (ng dung dé tao ra bdng chirng va xac minh trén l&p co

s®. Quy trinh nay nham dat duoc ddng thuén vé tinh toan ven cla qua trinh duoc thuc hién off-chain.

Zk Rollup thesis chl yéu dua vao hai déc diém cla ZKP & succinct va recursion. Thay vi chay lai toan
bd chuong trinh on-chain thi chi cAn xac minh mét bang chirng nhd on-chain. Biéu nay giup tiét kiém

nhiéu strc manh tinh todn va khdng gian luu trit trén base layer.

T6 hop ba tinh néng “Rollup + ZKP + tinh todn chung” khién cho viéc xay dung generalized purpose
ZK Rollup tré& nén rat phic tap va kho khan. Tinh dén thoi diém bai viét hoan thanh, chung t6i ghi
nhan chi cd 5 du an hoat déng trén mainnet bao gom: Starknet, zkSync Era, Polygon zkEVM, Scroll va
Linea.

M&c du tat cd nhom du an generalized purpose ZK Rollup déu cung cap cho céc nha phat trién kha
nang xay dung dApp v&i logic tuy Y nhung céc du én thudng lua chon céc hé thong ZKP khac nhau
va co cac tuy chinh riéng dé phu hop véi tdm nhin cla ho. Hé qua cla viéc nay la tao ra cac ngdn ngit

l&p trinh (DSL - domain specific language), dev tools/compiler mai.

Ngoai khia canh ngdn nglr phat trién, lwa chon céc hé théng ZKP khac nhau va céc tuy chinh con dnh
hudng truc tiép tdi cac thudce tinh cla Rollup nhu phi giao dich, thei gian rdt tién, tinh cudi cung cla

giao dich (transaction finality), phan cirng chuyén dung...

Hinh 5: Tham s6 ZKP va tac déng dodi vé&i Rollup

ZKP Parameter Rollup Impact
Proving time Affects L1 transaction confirmation & withdrawal time

Affects hardware requirements for the prover and the

REovar: complosicy prover decentralization

Proof size L1& L2 transaction cost

Generalized purpose ZKP L1

Db kho dé xay dung nén nhitng hé thdng generalized purpose ZKP L1 ciing khéng kém céc du an
generalized purpose Zk Rollup. Hai du an néi bat thudng duoc dé cap trén thj trutrng la Mina Protocol

va Aleo.
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Mina Protocol st dung recursive SNARK cho phép mét bang chirng duy nhat xac minh toan bd lich
st blockchain Mina. Mina gidi quyét duoc bai todn vé xac thuc lightweight client nhung lai rat kho
kh&n dé dem viéc “tinh todn chung” l&n mang. Vi thé, méac du Mina Protocol da mainnet vao ndm 2021
nhung mang van chua ho tro xay dung dApp trén do.

So vé tinh ndng cung cap, Aleo phan nao gidng Aztec. Aleo co thé duoc miéu td ngan gon & “L1+ ZKP
+ tinh todn chung + native privacy”. Hién tai, du an van dang trong giai doan testnet.

42 Twong tac Cross-chain: ZK Cross-chain messaging/ZK Bridge

Kh& nang tuong tac cross-chain da la mot chd dé thao luén hot trong thij truorng crypto. Lién quan tdi
chl dé nay, bridge la trudng hop st dung cu thé va phd bién nhat hién nay. Cross-chain messaging

la truong hop st dung duoc khai quat hda ti bridge.

Cu thé, trén céc cross-chain messaging co thé xay dung duoc cac bridge va nhiéu loai ng dung

khéc doi hoi su giao tiép cross-chain (Layer Zero vdi Stargate Finance, Axelar véi Squid...).
Hién nay, céc kién tric tuong tac cross-chain ludn co nhirng danh doi nhat dinh gitta 3 khia canh:

- Trustless: co bao mat tuong duong chain dich.
. Scalable: co thé duoc hd tro trén bat cir domain nao (L1, L2, L3).

- Generalizable: cd kha nang xu g dit liéu cross-chain tuy y.

Hinh 6: The Interoperability Trilemma

Theo L2beat, hién nay, hdu hét céc bridge va cross-chain messaging trén thi truorng st dung hudng
ti€p can & “third party” cung cap hai uu diém chinh & khd ndng mé réng va x& 1 dix liéu cross-chain
tuy U. V& khia canh bdo mat, cac du an nay thuong bd sung céc gid thuyét bdo mat vao giao thiec,

khién chuiing tr& thanh mat xich yéu nhét trong hé théng.
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Trong truong hop cua Wormhole & Layer Zero:

. Wormhole: Théng diép duoc gl tir chain ngudn phai duoc thdng qua (signed) béi 24 Guardians
cla Wormhole. Sau do, thdng diép mdi duoc chuyén tiép téi chain dich.
. Layer Zero: Théng diép duoc gl tr chain ngudn phai cung duoc thdng qua béi Oracle & Relayer.

Hi€u theo cach khac, day tuong tu nhu 2-of-2 multisig.

Tuy nhién van dé céc bridge/cross-chain messaging tiép can theo hudng “third party” lai mang dén
rdi ro cao. Trudc do, da cd rat nhiéu giao thirc lién quan bridge/cross-chain messaging bi hack/
exploit.

ZKP co thé duoc ing dung dé cai thién dé bao mat cla cac giao tiép cross-chain. Y tudng chung 3
bang chirng ZKP cd thé duoc s dung dé chirng minh su hop & cho cac thdng diép cross-chain,
thdng diép tir chain ngudn sé& duoc gl kém véi mot bang ching tdi chain dich. Sau dd, bang ching

sé duoc xac minh trén chain dich.

Tuy nhién, co rat nhiéu thach thic ki thudt xung quanh chd dé ZK cross-chain messaging/ZK bridge.

M6t s6 van dé bao gom:

. VAn dé chi phi: Xac minh on-chain tén nhiéu gas => chi phi cho ngudi dung sé lon.
. VAn dé d6 tré: qua trinh tao bang chirng va xac minh chung trén chain dich sé& tdn kha kha thoi

gian => ngudi dung che lAu dé thdng diép/tai san tai duoc chain dich.

Trong thuc t&, mot sb du &n d& va dang bat phat trién nhitng nguyén ban dau tién dua trén g tudng

“str dung ZKP trong linh vuc tuwong tac cross-chain”.

Hinh 7: M6t sb dw an s dung ZKP trong linh vuc tuong tac cross-chain

ZKP x Cross-chain communication
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43 Trading: ZK Rollapp (L2/L3), ZK Appchain

Trading & mot trong nhitng ¢ng dung quan trong cla crypto trong chu kY phat trién vira roi. Khi nhic
téi trading, chung ta thuong dé cp tdi khia canh spot trading on-chain véi nhitng dy an tiéu biéu

nhu Uniswap, Pancakeswap.
Chung t6i mudn dé cdp mot khia canh tdng quéat hon cla crypto trading, bao gbm:

- Spot trading
- NFT trading

- Derivatives trading (Perpetual, Options...)

Cac Ung dung lién quan crypto trading ton tai dudi nhiéu hinh thirc khac nhau, ching cd thé & mot
dApp trén Ethereum, Solana hodc bat c&r mét generalized purpose L1/L2 nao dé hodc ciing co thé (&

mot Appchain.

Trong chu ky vira roi, cac khia canh duoc dé cip & trén déu da co nhirng nguyén mau hoat ddng trén
thj truérng va dat duoc nhitng thanh cdng nhat dinh. Tiéu biéu nhu Immutable X (NFT trading), dYdX
(Derivatives). Chung téi tin rdng khia canh nay sé tiép tuc phat trién trong chu ky sap tdi cla thi

truong.

Khach quan, ZKP khéng phai luc nao cling phu hop véi moi trudng st dung lién quan trading. Chung

ton tai nhu mét tly chon trong nhiéu lua chon khac nhau trén thi truong.

Trong mot s6 muc dich cu thé, chung co thé cung cdp mot vu diém so vdi cac co s& ha tang khac. Hai
d3c tinh tiéu biéu ma ZKP mang lai cho nhém Urng dung trading & khd ndng mé rong (scalable) va su

rieng tu (privacy).
Kha ndng mé rong & l&p co’ sé ha tang

Etherum va EVM cd nhitng han ché nhat dinh. Viéc xay dung mdt order book DEX trén Ethereum La

viéc khong kha thi vi chi phi hoat ddng cho nguoi dung va MM qua Lon.

Cac kién trdc nhu ZK Rollup hodc Validium cé thé khic phuc han ché nay. Tiéu biéu, dYdX st dung
StarkEx dé dung mot perpetual order book. dYdX duy tri matching engine off-chain va settlement on-

chain. M6t s6 lya chon pho bién dé xay dung mét Rollapp bao gom:

- Orbit cda Arbitrum.

- OP Stack cua Optimism.

- Hyperchain cua zkSync Era.

. StarkEX va L3 xay dung trén StarkNet.

- Sovereign.

Trong cac lua chon trén, StarkEx la du an duy nhat coé sdn pham ton tai trén thij truong. Cac lua chon

con lai con dang trong qua trinh phat trién.
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Tinh nang Privacy trong Trading

Penumbrg va Renegadg la hai du an tap trung vao Private Trading.

Renegade dang x4y dung on-chain dark pool trén Starknet, cung cép su riéng tu cé trudc va sau khi

giao dich hoan thanh.

Trudc khi giao dich cla ngudi dung duoc khdp, khdng ai cd thé xem bat ky chi tiét nao vé lénh giao
dich ddé. Sau khi lénh duoc thuc hién, chi cé doi tac khdp [Enh mdi biét duoc tai sdn ndo da duoc giao
dich.

V& mat thiét k&, Renegade sé& duy tri matching engine off-chain trén mang cuc bd do du an diéu hanh.

Sau do, thuc thi/settlement on-chain trén Starknet.
Penumbra & mot fully private Cosmos-based chain duoc toi wu hda cho trading.

Penumbra tap trung vao hé sinh thai Cosmos. Khi cac coin/token dugc bridge qua Penumbra, nguai
dung cling cod thé swap cac tai sdn bang cach s dung native private DEX trén Penumbra. Du an nay

st dung mo hinh AMM thay vi order book.

44 Privacy: Privacy coin, mixer, privacy layer trén Generalized purpose L1

Privacy & mot trong nhitng ng dung dau tién cla ZKP trong crypto va xuét hién kha sém. Tiéu biéu
14 privacy coin, ching & cac specific appchain s& dung ZKP dé cho phép chuyén coin mét cach
riéng tu, khong tiét 1o chi tiét va dir liéu cla giao dich trén blockchain clia ching. Mot s6 du an tiéu

biéu nhu Monero, Zcash va Iron Fish.

V&i muc dich tuong tu, mot sO privacy app ton tai trén cac general purpose L1 nhu Ethereum hay
Solana dé cung khd ndng chuyén token riéng tu, tiéu biéu nhu: Tornado Cash, Railgun, Light

Protocol...

Mét s6 di xa hon va cung cap mot so tinh nang privacy cho DeFi trén l&p co s& nhu Aztec Connect
(Du &n d& thdng bdo chuyén hudng phat trién). Tuy nhién, UX-UI trén nhirng dApp nay la tuong doi

kem.

Nhin chung, privacy la can thiét nhung ching ta chua bao gitr nhin thdy nhu cdu st dung tir phia

ngu®i dung va nha phat trién. DAy la van dé lén nhat déi véi nhom du an nay.

COINQ8 14 ZKP Report

INSIGHTS


https://protocol.penumbra.zone/main/penumbra.html
https://docs.renegade.fi/

5 Han ché cuda viéc ap dung ZKP vao Crypto

Mac du viéc ap dung ZKP trong linh vuc crypto dang dugc mé rong nhanh chéng, nhung su chu g va
nhan thirc khéng duoc phan bd déng déu gitra cdc nhom va du én khac nhaui.

Hién tai, trong tAm va ngudn luc dang tap trung vao nhém céc giadi phap nhu Zk Rollup hodc ZK L1, ZK
Bridge... Cac nhdm du an nay dang chi phdi dang ké phuong hudng R&D clia ZKP trong crypto.

Theo quan diém clia chung t6i, yéu td dnh hudng l&n nhéat t&i viéc dp dung cla ching chinh & hiéu
suat tong thé cla hé thdng. Ching cd thé duoc do ludrng bang 3 thudc tinh chinh:

. Thoi gian tao bang ching.
. Th&i gian xac minh bang ching.
. Kich thudc bang chiang.

Tuy nhién, ba thudc tinh trén bién thién phu thudc vao dd phirc tap clia ¢ng dung. Ung dung cang
phirc tap s& yéu cau prover chirng minh cac tuyén bd phirc tap hon, chang han nhu tinh toan lién

quan dén cAu truc dit liéu ndng cao, diéu kién logic phirc tap, tuong tac vai cac hé thdng bén ngoai.

Piéu nay sé lam tang rang budc gilta céc bién dau vao trong circuit. Cang nhiéu rang budc thi prover
can phai tinh todn nhiéu hon dé tao bang chirng. V&i cdc ing dung phirc tap, qua trinh tao bang
chirng cé thé mat vai phut, thAm chi vai gi&r phu thudc nhiéu vao phan cirng may tinh ma prover st

dung.

Hinh 8: Prover va Verifier

Proof

Proofs are computationally
cheap to verify

Proofs are computationally
expensive to create

Thoi gian xac minh va kich thudc bang chirng phu thudc nhiéu vao proving system ma du an lua
chon. M&c du da cé nhiéu proving system xuat sdc duoc phat trién nhu STARK, PLONK, Halo, Marlin...
Nhung nhin chung, cac proving system khac nhau co su danh déi khac nhau gitra kich thudc bang

chirng, thoi gian xac minh, su cén thiét clia mot trusted setup.
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Hay xem xet Starknet:

Starknet la generalized purpose ZK Rollup, s&t dung STARK-based proving system. Starknet la mot hé
thodng cuc kY phirc tap. Vi thé, qué trinh tao ra mot bang chirng trén Starknet cuc ky ton tai nguyén

tinh toan.

Do dd, Starknet dang phai stt dung centralized prover, tic la ho tu vdn hanh hodc Gy quyén cho cac
cdng ty chuyén nganh (proving-as-a-service company) dé tao bang ching cho Starknet. Lua chon
nay giup Starknet cdi thién dang ké thoi gian tao bang ching (méc du van rat cham, tén vai gid)
nhung cling khién mang tap trung hon.

Ngoai ra, kich thudc bang chirng clia Starknet ciing rat l&n nén ho khéng thé xac minh on-chain
thutrng xuyén vi diéu nay sé gia tdng dang ké chi phi cho ngudi dung trén Starknet, thudng vai gicy

Starknet m&i xac minh mot an.

Hinh 9: Kién tric cla Starknet

state sync
TX ‘
Sequencer execution trace Prover
x > Full Node
(StarkNet OS) (SHARP)
Tx
state diff
Ethereum
StarkNet Fact
. A Verifier
Core Registry

Nguon: Starknet

BIém manh cla Starknet & bang chirng STARK khéng tuyén tinh véi dd phic tap cla ing dung/
circuit, vi thé ho cd thé tao mdt bang ching cho hang ngan giao dich va s dung ki thudt dé quy

(recursive proof) d& gidm chi phi va tédng hiéu qua trong Starknet.

Thdi gian xac minh & mot diém manh dbi vdi Starknet noi riéng hay cac ZK Rollup noi chung, co thé
mat tir vai phut dén vai chuc phat doi vai viée rat tién tir Starknet, diéu nay & chap nhan duoc voi

cac giao thuc Rollup noi chung.
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Ngoai yéu td hiéu suét, con cd nhitng yéu td khac anh hudng t&i sy dp dung clia ZKP, vi du, trai

nghiém nguoi dung ruom ra, phuc tap (UX-UI).

Tornado Cash va Railgun & hai du an xay dung trén Ethereum, cung cdp mot sé tuy chon chuyén
token riéng tu cho ngudi dung trén Ethereum. Hai du an déu st dung hé théng Groth16 vi ngudi dung

st dung may tinh v&i phan cing phd théng dé tuong tac vai irng dung.

Khia canh UX-UI, Tornado Cash hoat déng lién mach v&i Metamask ma khdng can ngudi dung cai dat
phan mém ho tro. Nguoc lai, Railgun yéu cdu ngudi dung phai tai native wallet clia du an dé st dung
duoc dApp. DAy co thé xem la mot réo can dang ké cho ngudi dung va nha phat trién.

Nhin chung, cd nhiéu tr& ngai dé ngdn can su ap dung hang loat clia ZKP. Tuy vao ting lép ing dung
thi s& cd cac khd khan khac nhau. Trong do, trd ngai l&n nhat cla nhom du éan ZK Rollup, ZK L1, ZK

Bridge la van dé vé hiéu suat.
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6 Hai cach cai thién hiéu suat tong thé clia ZKP

Chung ta cé thé cai thién hiéu suat tong thé clia ZKP bang cach hai céch tdi wu hda phan cing va

phan mém lién quan.

. TOi vu hda phan mém lién quan t&i DSL, Low-level libraries & Proving system.

. Toi wu hoa phén cirng may tinh.

61 TOi wu hda phan mém: DSL program, Low-level libraries & Proving system
Toi vu hda phdn mém bao gém:

. TOi uu hda Low-level libraries.
. Tao ra cac DSL than thién va&i nha phat trién.

. Tao ra cac hé thdng proving system phu hop vai tirng nhém &ng dung.

Low-level libraries (vi du: Arkworks bang Rust) cung cép cac nguyén tac tinh todn cho cac hoat déng
ZKP. Bang céch tinh chinh Low-level libraries, ching cé thé giup thuc hién céc tinh todn ZKP hiéu qud

hon vé mat thai gian va strc manh tinh todn, dan dén hiéu suéat tdng thé duoc cai thién.

Cai tién céc DSL program (vi du: Cairo clia Starknet) lién quan t&i viéc tao ra mdt ngdbn nglr lap trinh
than thién hon va&i con ngudi (high-level language), gilp céc nha phat trién dé dang thé hién g dinh

cua ho mot cach chinh xac.

Proving system (vi du: PLONK, Halo, Marlin...) cd hai nhiém vu chinh & tao bang chdng va xac minh

bang ching. Mét proving system g tudng & mot hé théng co:

. D6 phic tap va db tré cla qua trinh tao bang ching thap: Yéu cAu phan cing thap va tao bang
chirng nhanh.

. Bang chirng nho va xac minh nhanh.

Tuy nhién, khdng cé mdt proving system nao cd thé duoc coi la tét nhat cho tat cé cac trudng hop st
dung. Thay vao do, cac proving system khac nhau phu hop véi cac ing dung khac nhau va moi lua
chon thudng lién quan dén su danh doi.
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62 Phan cirng dworc tdi wu cho ZKP

Nhin chung, tat ca céc proving system déu cé chung chirc ndng co ban la tao bang ching va xac
minh bang chirng. Tuy thudc vao proving system, quy trinh tao bang chirng co thé khac nhau, nhung

“bottleneck” cudi cling lai gidng nhau - phan cirng may tinh dé t6i uu hoa hiéu suat hoat dong.
Hai tac vu tinh toan chinh trong mot proving system

Nhu chdng téi trinh bay & phan trudc, céc ¢ng dung cang phic tap thi prover cang phai tinh todn
nhiéu dé tao bang chirng. Cu thé hon, hai tac vu tinh todn chinh thudng duoc sl dung trong céc

proving system bao gbm MSMs & FFTs.

- Multi-scalar Multiplications (MSMs)
- Number Theoretic Transforms (NTTs). NO con dugc goi voi tén khac la Fast Fourier Transforms
(FFTs)

Hai tac vu tinh todn trén co thé chiém 80-95% thdi gian tao bang ching. Tuy nhién, rat khd udc
lwong tg & chinh xac cla hai tac vu tinh todn céc FFT va NTT trén toan hé thdng vi phu thudc nhiéu

vao commitment scheme va céc tuy chinh cia moi du én cu thé.

Tuy nhién, cac nha phat trién ZKP cé thé két luan tdng quan & cac STARK-based proving system sé
cd nhiéu tac vu tinh todn FFT hon. Nguoc lai, cdc SNARK-based proving system sé cé nhiéu tac vu

tinh todn MSM hon. So d6 dudi day sé gilp ban cd gdc nhin téng quan vé van dé nau.

Hinh 10: Tac vu tinh toan FFT & MSM trong céc proving system pho bién

Project name Category PCS Proving System
Starknet More FFT
RiscO STARK FRI STARK

Polygon Miden
Polygon zkEVM  STARK + SNARK FRI & KZG STARK + SNARK / Groth16

Scroll Halo?2
zkSync Era
SNARK KZG PLONK
Azec
Aleo Marlin More MSM

Tong quan vé 4 loai chip may tinh chinh

Cd bdn loai chip may tinh chinh bao gbm: CPU, GPU, FPGA va ASIC:
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. Central Processing Units (CPU) la nhitng con chip cd muc dich chung (general-purpose chip)
thudrng thay trong thiét bj dién tl tiéu dung. Ching mang lai khd ndng khai quat hda cao va co
thé xr Iy nhiéu loai nhiém vu. Tuy nhién, badn chat x 1Y tuan tu gidi han hiéu suét clia chung doi
V@i cac ing dung yéu cau nhiéu tac vu xt 1Yy song song.

. Graphics Processing Units (GPU) | nhitng chip chuyén dung duoc thiét ké dé x(r Iy song song.
N6 vuot trdi trong cdc nhiém vu nhu két xuat ddé hoa va machine learning. Mac du it muc dich
chung hon CPU, nhung GPU cling kha pho bién, dan dén su phat trién cla cac libraries nhu CUDA
va OpenCL giup don gian hoa viéc st dung chung.

. Field-Programmable Gate Arrays (FPGA) la cac chip cé thé tuy chinh dé téi wu hda cho céc Ung
dung cu thé. Cac nha phat trién cé thé lap trinh FPGA bang ngbn ngr md ta phan cing (HDL,
Hardware Description Languages), cho phép hiéu suat cao hon. FPGA cung cap tinh linh hoat vi
chung co thé duoc slra ddi ma khéng yéu cau chip mai. Tuy nhién, l&p trinh FPGA phuc tap vé mat
k{ thuat va doi hdi chuyén mon cao.

. Application-Specific Integrated Circuits (ASIC) l& nhitng con chip duoc thiét ké tuy chinh dé
siéu tdi uu hoa cho cac tac vu cu thé. Khong gidng nhu FPGA, ASIC khéng thé [4p trinh lai vi thdng
sO k{ thuét clia ching duoc cd dinh trong chip. ASIC mang lai hiéu suat/USD va hiéu suit nang

lwong cao nhat cho muc dich d& dinh trude.
Nhin chung:

. CPU cung cép chttc ndng da nédng v&i khd ndng trng dung réng rai.
. GPU cung cép kha nang x l song song dé két xuat dé hoa va machine learning.
. FPGA cung cép gidi phap phan cing co thé tuy chinh vaéi tiém nang hiéu suat cao hon.

. ASIC mang lai hiéu suat/USD va hiéu suat nang luong t6i da cho céc tac vu cu thé.

Moi loai chip déu cé diém manh va su can bang riéng, khién chung phu hop véi cac ing dung khac

nhau trong céc nganh cdng nghiép. Bang sau sé cho ban thay tdng quan vé 4 loai chip trén:

Hinh 11: Banh doi gitra kha nang tiép can va hiéu suat clia cac loai phan cirng

Nguén: Figmemt Capital

COINGS 20 ZKP Report

INSIGHTS



Toi wu hda hiéu suat ZKP véi phan cirng chuyén dung

Su khac nhau vé ty & clia céc tac vu tinh todn MSM va FFT tac dong truc tiép dén phan cirng may

tinh phu hop v&i cac proving system.

Tac vu tinh todn MSM cd thé duoc thuc hién song song nén chip GPU co thé dat hiéu suat tdt hon.
Nguorc lai, FPGA c6 thé x Ly tét FFT tot hon.

Khi so sanh hiéu suét trung binh trén moi USD, GPU thudng hoat ddng tét hon so v&i FPGA. Tuy
nhién, khi FPGA hoat ddng trén quy mo l&n va duoc ghép thanh cum thi ching mang lai hiéu suat cao

hon cum GPU tuwong xang.

M&c du, ASIC mang lai hiéu suét trung binh trén moi USD cao nhéat, nhung ching thutrng khéng duoc

dem ra so sanh trong boi cdnh hién tai. Biéu nay chd yéu & do:

. Chi phi nghién ctru va phat trién cao (hang triéu USD). Thoi gian s3n xuét ciing rat lau giao dong
tu 12 - 14 thang.

. Cdng nghé nén tang chua 6n dinh. Néu trong thdi gian phat trién, proving system do “out meta”
thi ASIC phai duoc thiét ké lai, ton thém chi phi va thoi gian.

Ngay nay, dé téng téc cho ZKP, cod hai xu hudng st dung phan ciring chinh: GPU va FPGA.

. GPU cung cap thoi gian phat trién nhanh véi céc libraries nhu CUDA va OpenCL. GPU dé tiép cén
v&i moi ngudi, ching cling cé gid céd phai chang. Han ché 4 chung lai cé yéu cau cao vé dién
nang.

. Mat khéac, FPGA cd chu ky phat trién phirc tap hon va yéu cau céc k{j su chuyén nganh. Chung
cho phép t6i wu héa & mic dd ma GPU khdng thé thuc hién duoc, dan dén hiéu suat co kha néng
cao hon. FPGA ciling cung cap db tré thap hon, dac biét khi x& lJ cac luéng dir liéu l&n. Tuy nhién,

FPGA dat hon GPU va van dang trong giai doan phat trién (chua cé san trén thj trudng).

Hinh 12: U'u diém va han ché cta 4 loai phan ctrng trong bdi cdnh ZKP

Chip CPUs GPUs FPGAs ASICs

- Hardware can be programmed

specifically for ZK operations - Has the highest performance
- Cheaper than GPUs - More energy efficient than FPGAs
- More energy efficient than GPUs

- Easy parallelizable
- Strong software libraries to
take advantage of parallelism

- Cheap, easy to acquire

P
e - The most generalizable

; - Expensive - Requires knowledge of low-level :
- Not parallelizable : S - Can't be repurposed
Cons - Hiolowarii - Not designed for hardware to maximize performance \ Ragulras 1.2 yearsto develop & produce
cryptographic operations - Requires R&D to optimize for ZKP

Ngubn: Figmemt Capital

Trong ngan han tir 1- 2 ndm t&i, GPU co loi thé vé gid, déc biét la sau khi ETH chuyén sang PoS. GPU
cling cd loi thé vé thdi gian phat trién ngan va cung cip cho cac nha phat trién khd ndng x I song
song lon.

Tuy nhién, trong trung han tir 2 - 3 ndm, FPGA sé& bat kip. Cac FPGA khi duoc nhom lai véi nhau ciling

mang lai hiéu suét tdt hon so v&i cdc nhdm GPU. FPGA ciling co mite tiéu thu dién nang tot hon GPU.
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7 Lovi két

Zero-knowledge proof (ZKP) cé tdm quan trong ngay cang tédng doi vai cac hé thdng blockchain.
Nhiéu trudng hop st dung tiém nang clia ZKP trong crypto da va dang duoc thao luén, mot s

trudng hop s dung dang rng dung trong thuc té, tiéu biéu nhu Rollup.

M&c dU van con nhirng tré ngai can vuot gua va nhirng han ché can gidi quyét, nhung nhin chung

nhirng loi thé va tiém ndng cla ZKP d& duoc thé hién rd rang.

Chung t6i du dodn mdt diém bung phat vao chu ky sau thi truéng. Boi vai cac nha phat trién
blockchain va nha dau tu, cdu hdi quan trong & khi ndo ZKP season bat dau, chi khdng phai ZKP

season co xay ra hay khong?
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Nguon tham khao

https://qgithub.com/ventali/awesome-zk

https://figmentcapital. medium.com/accelerating-zero-knowledge-proofs-cfc806deb11b
https://hackmd.io/@0xMonia/SkQ6-0Rz3

https://medium.com/coinmonks/zero-knowledge-proof-izks-nizks-snarks-starks-5bc06c96c/ee

https://medium.com/@lucafra92/a-guide-to-zero-knowledge-proofs-f2ff9e5959a8

https://medium.com/nonce-classic/throne-of-zk-snark-vs-stark-e449984d5c36

https://medium.com/amber-group/need-for-speed-zero-knowledge-1e29d4a82fcd

https://medium.com/alliancedao/how-to-leverage-zkps-as-a-web3-builder-ae504783973d

© 0 N4 0O U b WOWN -

https://medium.com/alliancedao/zkps-in-web-3-now-and-the-future-21b459348f29
https://hackmd.io/@Cysic/BJQcpVbXn
. https://www.paradigm.xyz/2022/04/zk-hardware
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Vé Coin98 Insights

Coin98 Insights & kénh truyén thdng chinh thirc clia Coin98 Super App - siéu &rng dung luu trit tién
ma hda. Thanh [&p tir 2017 v&i muc tiéu chia sé kién thirc dau tu Crypto téi dbc gid Viét Nam. Bao céo
clia Coin98 Insights hudng dén céc phén tich khach quan, ddc l4p. Chung toi tdp trung vao nhiing hé

sinh thai m&i trong thi truong DeFi cling nhu nhitng so liéu hiru ich vé Crypto & Viét Nam.

Bo6i Ngi Thue Hién

Chiju trach nhiém san xuéat: Vo Dang Vinh
Tac gia: Vo Dang Vinh

Bién tap: Duy Nguyen, Trang Tran

Thiét ké: Vinh Le

KHUYEN CAO:

B&o cdo nay duoc phat hanh bdi Coin88 Insights nham muc dich cung cdp thong tin cho ddc gia va
khéng mang tinh chat m&i chao mua hay ban bat ky dong coin hay chién lugc giao dich nao. Théng
tin trinh bay trong ban bdo cdo dua trén cac ngudn duoc cho & dang tin cdy vao thdi diém cong
bo. Coin98 Insights khéng chiju trach nhiém vé dd chinh xac hay day did cla nhitng théng tin nay.
Quan diém, du bdo va nhitng udc tinh trong bdo cdo nay chi thé hién y kién cla tac giad tai thoi
diém phat hanh.
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